
Declaration of Data Protection

I.   Consent of Inquiry and Use of Health Data and Release from the 

Professional Oath of Secrecy

The regulations of the Insurance Contract Law, the Federal Data Protec

tion Law as well as other regulations concerning data protection do not 

include sufficient legal basis for the inquiry, processing and usage of health 

data by insurance companies. Hallesche Krankenversicherung therefore 

 requires your consent concerning data protection matters in order to in

quire your health data for this application resp. demand for an offer and to 

use them for your contract. 

Furthermore, Hallesche Krankenversicherung requires your releases from 

the professional oath of secrecy in order to be allowed to inquire your 

health data with bodies such as doctors, for example, who are obliged not 

to pass on such data. 

As a private health insurance company Hallesche Krankenversicherung  

further requires your release from the professional oath of secrecy to be 

allowed to pass on your health data or further data protected as per § 203 

of the German Penal Code (Strafgesetzbuch) such as the fact that you have 

concluded a contract with us to further bodies such as assistance compa

nies or IT service providers.

You are free not to submit your consent/release from confidentiality or 

to revoke it at the address provided above at any time with effect for the 

future. We do, though, want to make you aware of the fact that the con

clusion or execution of a contract of insurance will usually not be possible 

without the processing of health data.

The declarations concern the handling of your health data and other data 

protected as per § 203 of the German Penal Code (StGB) 

• by Hallesche Krankenversicherung directly (see 1.),

• in connection with the enquiry with third parties (see 2.),

•  as far as the passing on to bodies different from Hallesche Kranken ver

sicherung (see 3.) are concerned and

• if the contract has not been concluded (see 4.).

The declarations are valid for the persons legally represented by you such 

as your children as far as they do not recognize the meaning of this consent 

and are therefore not in a position to give their own declarations.

1.  Hallesche’s Inquiry, Storage and Use of Health Data Given by You

I agree that Hallesche Krankenversicherung inquires, stores and uses 

health data given by me in this application resp. demand for an offer and 

given in future as far as they are necessary for the verification of the appli

cation resp. demand for an offer as well as for the implementation, hand

ling and ending of this insurance contract.

2.  Inquiry of Health Data by Third Parties

2.1.   Inquiry of Health Data by Third Parties to Check the Risk and to 

Verify the Obligation to Pay

It may become necessary to ask for information with different bodies 

which have access to your health data to estimate the risks to be insured. 

Furthermore it may be necessary for the verification of the obligation to 

pay that Hallesche Krankenversicherung has to check the details of your 

health status which you have given to lay claims or which result from the 

documents handed in (such as invoices, prescriptions, expertises) or any 

information of a doctor or other persons of the health sector.

This verification will only be effected if it becomes necessary. Hallesche 

 Kran ken versicherung requires your consent, your release from the profes

sional oath of secrecy included, for itself as well as for any institutions of 

the health sector, if health data or any information protected as per § 203 

of the German Penal Code have to be passed on in the frame of any enqui

ries concerning health data.

I wish that Hallesche Krankenversicherung informs me in each case about   

the reason and necessity before contacting any persons or institutions for 

any information. I shall then decide if

•    I agree to release the persons or institutions mentioned as well as their 

employees from their professional oath of secrecy for the collecting 

and using of my health data by Hallesche Krankenversicherung and to 

passing on of my health data to Hallesche Krankenversicherung

• or if I collect the required documents myself.

I am aware that this may lead to a delay of the handling of my application 

resp. demand for an offer or the verification of the obligation to pay.

As far as the declarations above concern any details of my application resp. 

demand for an offer these are valid for the period of three years after 

the conclusion of the contract. If Hallesche Krankenversicherung might  

have concrete clues after the conclusion of the contract that intentionally 

wrong or incomplete details have been given and that therefore the check 

of the risk has been influenced, these declarations are valid up to ten years 

after the conclusion of the contract.

2.2.  Declarations in the Event of Your Death

For the verification of the obligation to pay it may be necessary after your 

death as well to check health data. A verification may also be necessary if 

Hallesche Krankenversicherung gets concrete clues within the period of up 

to ten years after the conclusion of the contract that wrong or incomplete 

details have been given on the application resp. demand for an offer and 

that therefore the check of the risk has been influenced. Also for that case 

we require a consent and a release from the professional oath of secrecy. 

For the event of my death I agree that Hallesche Krankenversicherung – as 

far as necessary – collects my health data with doctors, nursing personnel 

as well as employees of hospitals, other clinics, nursing homes, personal 

insurers, statutory health insurances, trade associations and authorities 

to verify the obligation to pay or for a necessary new verification of the  

application resp. demand for an offer and to use these information for this 

purpose.

I release the persons mentioned as well as the employees of the above 

institutions from their professional oath of secrecy as far as my duly secu

red health data of examinations, consultations, treatments as well as insu

rance applications resp. insurance demands for an offer and contracts will 

be sent to Hallesche  Krankenversicherung from a period of up to ten years 

before my applying to Hallesche Krankenversicherung.

Furthermore I agree that in this connection – as far as necessary – my 

health data will be passed on by Hallesche Krankenversicherung to these 

institutions and also release all persons working for Hallesche Krankenver

sicherung from their professional oath of secrecy.

As far as the declarations above concern any details of my application resp. 

demand for an offer these are valid for the period of three years after 

the conclusion of the contract. If Hallesche Krankenversicherung might 

 have concrete clues after the conclusion of the contract that intentionally 

wrong or incomplete details have been given and that therefore the check 

of the risk has been influenced, these declarations are valid up to ten years 

after the conclusion of the contract.

3.  Passing on of Your Health Data and Further Data Protected as 

per § 203 of the German Penal Code outside Hallesche Kranken- 

versicherung

Hallesche Krankenversicherung obliges the below mentioned persons 

and authorities to stick to the regulations of data protection and data  

security.

3.1.  Passing on of Data for the Medical Expertise

It may become necessary to contact medical experts for the assessment 

of the risks to be insured and for the verification of the obligation to pay. 

 Hallesche Krankenversicherung requires your consent and release from 

the professional oath of secrecy if your health data and further data pro

tected as per § 203 of the German Penal Code may be passed on in this 

connection. You will be informed about the respective data transfer.

I agree to the Hallesche Krankenversicherung’s passing on of my health 

data to medical experts if this is necessary in the frame of the check of 

the risk or the verification of the obligation to pay. I further agree that my 

health data will be used according to this aim with these persons and that 

the results will be sent back to Hallesche Krankenversicherung. In the con

nection of my health data and further data protected as per § 203 of the 

German Penal Code I release all persons working for Hallesche Kranken

versicherung and medical experts from their professional oath of secrecy.
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3.2.  Passing on of Tasks to Other Bodies (Companies or Persons)

Hallesche Krankenversicherung does not carry through definite tasks it

self, such as the check of the risk, the handling of claims or the customer 

advisory service on the phone. During those tasks it may be possible that 

your health data may be collected, handled or used. These tasks are passed 

on to another company within the Alte Leipziger – Hallesche group or any 

other body. If data protected as per § 203 of the German Penal Code are 

passed on for these tasks, Hallesche Krankenversicherung requires your 

release from the professional oath of secrecy for itself and if necessary for 

the other bodies.

Hallesche Krankenversicherung has a list which is continually updated men

tioning all the bodies and categories of bodies which collect, handle or use 

health data for Hallesche Krankenversicherung as per the agreement men

tioning the tasks transferred.

The currently valid list is attached to the declaration of consent. A current 

list may also be looked into on the homepage (on www.hallesche.de/

dienstleisterliste) or may be demanded with the company’s data protec

tion supervisor (address:  Hallesche Krankenversicherung a. G., Reinsburg 

straße 10, 70178 Stuttgart) or on the phone on 0800 3020100.

Hallesche Krankenversicherung requires your consent for the passing on 

and the using of your health data by the bodies mentioned on the list.

I agree that Hallesche Krankenversicherung passes on my health data to 

the bodies mentioned in the above list and that my health data may be 

collected, handled and used for the purposes mentioned there to the 

same extent as  Hallesche Krankenversicherung may do this. If necessary, 

I release the employ ees of Alte Leipziger – Hallesche group and other 

companies or persons from their professional oath of secrecy as far as 

the passing on of health data or other data protected as per § 203 of the 

German Penal Code are concerned.

3.3.   Passing on of Data to Re-Insurers

In order to cover your claims Hallesche Krankenversicherung may call in 

reinsurers which take over the total risk or part of it. In some cases the 

reinsurers involve further reinsurers to which they pass on your data 

as well. In order to be in a position to evaluate the risk or the event in

sured against occurred, it is possible that Hallesche Krankenversicherung  

passes on your insurance application resp. insurance demand for an offer 

or claim to the reinsurer. This especially is the case if the amount insured  

is very high or if it is a risk which is difficult to assess.

Above that it is possible that the reinsurer supports Hallesche Kranken

versicherung with the verification of the risk or obligation to pay due to its 

special knowledge of the facts as well as to assist with the evaluation of the 

handling of special processes.

If reinsurers have taken over the coverage of the risk, they may control 

if  Hallesche Krankenversicherung has evaluated properly the risk or the 

event insured against.

Furthermore data of your existing contracts and applications may be pas

sed on to reinsurers so that they may check if and to which extent they 

may take over the risk. For the invoicing of premiums and claims data of 

your existing contracts may be passed on to reinsurers.

For the above mentioned purposes usually anonymous or pseudonymous 

data will be used if possible, but also personal health data may be used. 

Your personal health data will only be used for the above purposes by re 

insurers. 

You will be informed about the passing on of your health data to reinsu

rers by Hallesche Krankenversicherung.

I agree that my health data is passed on to reinsurers – as far as necessary – 

and is used for the mentioned purposes. As far as necessary, I release the 

persons  working for Hallesche Krankenversicherung from their professio

nal oath of secrecy as far as the health data and further data protected by 

§ 203 of the German Penal Code are concerned.

3.4.  Passing on of Data to Independent Agents

In principle, Hallesche Krankenversicherung does not pass on any details  

of your health to independent agents. However, in the following cases it 

might be that data which allow conclusions of your health or information 

of your contract protec ted as per § 203 of the German Penal Code may be 

passed on to insurance agents for their knowledge.

If it is necessary for the consultation about your contract, the agent who 

will consult you may get information if and possibly on which conditions 

your contract may be accepted (e. g. conclusion of contract with risk sur

charge, exclusion of certain risks).

The agent who has procured your contract will get to know if and to which 

conditions your contract has been concluded. The agent also gets to know 

if risk surcharges or exclusions of certain risks have been concluded.

If the agent responsible for your contract changes, possibly your contract 

data with information about existing risk surcharges and exclusions of cer

tain risks may be passed on to the future agent. You will be informed about 

the change of your agent before the passing on of your health data as well 

as about your possibility to contradict.

I agree that Hallesche Krankenversicherung passes on my health data and 

other data protected as per § 203 of the German Penal Code in the above 

cases – if necessary – to the independent insurance agent responsible for 

my contract and that my health data may be collected, stored and used for 

consultation purposes.

My agreement is valid accordingly for the passing on of data and the data 

processing of broker pools or other service providers (such as the opera

tors of software to compare insurance products, of administration pro

grammes for brokers) which my broker intervenes for the conclusion and 

the administration of my insurance contracts. I may ask for the respective 

service providers with my broker.

4.  Storage and Usage of Your Health Data if the Contract is not  

Concluded

If the contract is not concluded, Hallesche Krankenversicherung stores 

your health data collected within the frame of the check of the risk in the 

event that you again apply for insurance coverage. Hallesche Kranken

versicherung also stores your data to be in a position to answer possible 

questions of further insurers. Your data will be stored with Hallesche 

Krankenversicherung up to the end of the third calendar year after the  

year of application resp. demand for an offer.

I agree that Hallesche Krankenversicherung stores and uses my health 

data – if the contract is not concluded – for a period of three years from 
the end of the calendar year of application resp. demand for an offer for 

the above purposes.

II.   Inquiry of Health Data with Third Parties to Check the Risk when 

 Handling Your Application resp. Offer

It may be necessary to collect information with bodies who dispose of your 

health data for the evaluation of the risk to be insured within the frame of 

the handling of your application resp. offer. This verification is only effec

ted if it is necessary. 

Hallesche Krankenversicherung requires your consent as well as your  

release from the professional oath of secrecy for itself and for these  

bodies if within the frame of these inquiries health data or further informa

tion protected as per § 203 of the German Penal Code have to be passed on. 

I agree that Hallesche Krankenversicherung collects and uses my health 

 data for these purposes – as far as this is necessary for the evaluation 

of the risk of this application resp. demand for an offer – with doctors, 

nursing persons as well as staff of hospitals, other clinics, nursing homes, 

personal insurers, statutory health insurers, trade associations and public 

authorities mentioned in this application resp. demand for an offer.

I release the persons mentioned and the employees of the mentioned 

institutions from their professional oath of secrecy if as permitted my  

stored health data and further data protected as per § 203 of the German 

Penal Code of examinations, consultations, treatments as well as insurance  

applications resp. demands for an offer and contracts are passed on to 

Hallesche Krankenversicherung of a period of up to ten years before  

my application resp. demand for an offer.
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I further agree that in this connection – as far as necessary – my health data 

and other data protected as per § 203 of the German Penal Code are pas

sed on by Hallesche Krankenversicherung to these companies and persons 

and also release the persons working for Hallesche Krankenversicherung 

from their professional oath of secrecy already at present.

III. Consent to the Obtaining of Credit Information and the Use of  

 the Results

In order to evaluate your general payment behaviour, we obtain infor

mation from credit agencies (e. g. SCHUFA) as far as is necessary to safe

guard our legitimate interests. Further information concerning SCHUFA,  

please refer to the attached SCHUFA information sheet.

I agree that my general personal data are used taking into consideration 

the principles of economic usage of data and of avoiding producing data

•     for the handling of the application resp. demand for an offer, contract 

and claims so that Hallesche Krankenversicherung directly collects 

 information about my general payment behaviour. This may also be 

 effected by a company of the Alte Leipziger – Hallesche group or a 

 credit agency (e. g. SCHUFA).

•   for the handling of the application resp. demand for an offer, contract 

and claims so that Hallesche Krankenversicherung or a credit agency 

collects information about my solvency or about the customer relation 

(scoring) on the basis of mathematicalstatistical proceedings.

Furthermore, I consent to the reevaluation of the results of my creditwort

hiness check during the first five years of the term of this contract in order 

to check and improve the acceptance guidelines or other measures protec

ting the community of insured persons.

IV. Information on the Implementation of the General Data Protec- 

 tion  Regulation (EU) 

The General Data Protection Regulation (GDPR, German: EUDatenschutz 

Grundverordnung DSGVO) came into effect on 25 May 2018 in all member 

states of the European Union.

The GDPR standardises the rules for the processing of personal data. Thus, 

the protection of personal data is guaranteed and free data traffic within 

the European Union is ensured.

The new GDPR regulations especially provide a high degree of transparency 

in data processing and extensive rights for the people involved.

For further information on data protection, please check our website:  

www.hallesche.de/datenschutz.

With these notes we inform you about the processing of your personal 

data by the Hallesche and the rights you are entitled to according to data 

protection law.  

1.  Person Responsible for Data Processing

Hallesche Krankenversicherung a. G.

Reinsburgstraße 10

70178 Stuttgart

Phone: 0711 66030

Fax: 0711 6603333

email address: service@hallesche.de

You can contact our data protection officer by post using the address  

mentioned above and adding “Datenschutzbeauftragter”, or via email: 

datenschutz@hallesche.de.

2.  Purpose and Legal Basis of Data Processing

We process your personal data in accordance with the General Data Pro

tection Regulation (GDPR), the Federal Data Protection Law, the clauses 

of the Insurance Contract Law regarding data protection law, and all other 

significant laws. Furthermore, our company is committed to the “Rules of 

conduct in handling personal data in the German insurance industry” which 

state the laws mentioned above more precisely for the insurance industry. 

You can call them up on the internet: www.hallesche.de/codeofconduct. 

If you put in an application resp. a demand for an offer for insurance co

verage, we need the details you give us in order to complete the contract 

and to assess the risks we are taking. If an insurance contract is achieved, 

we will process this data in order to carry out the contractual relationship, 

e. g. for policy issue or invoicing. For  example, in case of a claim we need 

details in order to be able to check whether an event covered by insurance 

has occurred and how high the reimbursement will be.

The completion or execution of the insurance contract is not possible 

without processing your personal data.  

Furthermore, we need your personal data in order to create insurance 

specific  statistics, e. g. for the development of new tariffs or to carry out 

regulatory  guidelines. We use the data of all existing contracts with us to 

get an overall impression of the customer relations, for example to advise 

on modifying or adding something to a contract, to make decisions about 

goodwill gestures or to provide detailed infor mation.

The processing of personal data for precontractual and contractual purpo

ses is legally based on Article 6(1)(b) of the GDPR. If this requires a special 

category of personal data (e. g. your health data at the time of the conclu

sion of a life insurance contract), we will ask for your consent according to 

Article 9(2)(a) in conjunction with Article 7 of the GDPR. If we use these 

data categories in order to create s tatistics, it will be on the basis of Artic

le 9(2)(j) of the GDPR in conjunction with section 27 of the Federal Data  

Protection Law.  

We also process your data to safeguard our legitimate interests or those of 

third parties (Article 6(1)(f) of the GDPR). This may especially be necessary

•   in order to ensure IT safety and IT operations,

•   in order to advertise our own insurance products and other products of 

the companies of the Alte Leipziger – Hallesche group or for conducting 

market and opinion surveys,

•   in order to prevent and investigate criminal offenses, we particularly 

use data analysis to find indications of insurance fraud.

In addition to that, we use your personal data to carry out legal obligati

ons like regulatory guidelines, the obligation to preserve business records 

pursuant to commercial or tax law or our legal duty to give advice. In this 

case, the processing is legally based on the respective legal regulations in 

conjunction with Article 6(1)(c) of the GDPR.

Should we want to use your personal data for a purpose not mentioned 

above, we will inform you beforehand in accordance with the legal regu

lations. 

3.  Categories of Recipients of Personal Data

Reinsurers:

We insure our assumed risks with special insurance companies (reinsurers). 

In order to do this, it may be necessary to share information on your con

tract and, if need be, claims data with a reinsurer in order for him to get an 

idea of the risk or the claim.

The Hallesche Krankenversicherung will inform you about any conveyance 

of your health data to reinsurers and will ask you for your consent.

Agents:

As far as your insurance contracts are managed by an agent, your agent 

may process the application, bidding, contractual and performance data 

necessary to conclude and execute the contract. Our company may, too, 

share this data with the agents responsible for you as far as they need this 

information to advise you on and manage your insurance and financial  

service matters.

Data Processing in the Alte Leipziger – Hallesche group:

Specialised companies or departments of our ALH group exercise particu

lar tasks  concerning data processing for the affiliated companies of the 

ALH group. 

As far as there is an insurance contract between you and one or more 

companies of the ALH group, your data can be processed centrally by one 

of the companies of the ALH group, for example to manage address in

formation, for the customer service by phone, to process contractual and 

performance data, for collection and disbursement, or for mail processing. 

You can find all companies taking part in central data processing on our list 

of service providers.

External Service Providers:

We partly use external service providers in order to carry out our contrac

tual and legal obligations.

You can find a list of all our principals and service providers (with whom 

our business relations are not just temporary) in the schedule or the latest 

version on the internet: www.hallesche.de/dienstleisterliste.
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Other Recipients:

In addition, we may share your personal data with other recipients such as 

public authorities to comply with legal disclosure requirements (e. g. social 

security agencies, tax authorities or prosecution services).

4. Duration of Data Storing

We will delete your personal data as soon as it is no longer needed for the 

purposes mentioned above. It may happen that this personal data will be 

stored as long as claims can be made from our company (statutory limitation 

of three up to thirty years). Furthermore, we store your personal data as 

far as we are legally required to do so. The relevant accountability and obli

gations to preserve business records result, among other things, from the 

Commercial Code, the tax code and the money laundering law. Thereafter, 

the storage periods may be up to ten years after the end of the contract. 

5.  Rights of the Persons Affected

You may request information on your personal data at the address men

tioned above. Furthermore, you may under certain circumstances demand 

the correction or deletion of your data. In addition, you may have the right 

to limit the processing of your data as well as the right to disclosure of 

the data provided by you in a structured, common and machinereadable 

format. 

 

Right of Opposition

You have the right to object to the processing of your data for 

advertising purposes. 

If we process your data in order to safeguard legitimate inter-

ests, you may object to this processing if reasons arise from 

your particular  situation that speak against data processing. 

6. Right of Appeal

You may direct a complaint to the data protection officer mentioned ab

ove or to the data protection authority. The data protection authority in 

charge is:

Der Landesbeauftragte für den Datenschutz 

und die Informationsfreiheit

Königstraße 10a

70173 Stuttgart

7. Obtaining of Credit Information 

As far as is necessary to safeguard our legitimate interests, we may call 

up information from SCHUFA in order to evaluate your general payment 

behaviour.  

8.  Data Transfer to a Third Country

Should we share personal data with a service provider outside of the Euro 

pean Economic Area, this will only happen if this third country is attes

ted a sufficient level of data protection by the EU Commission or if there 

are other data protection guarantees (e. g. binding data protection rules  

within the company or EU standard contractual clauses).  

9.  Automated Decisions in Individual Cases

Concerning our obligation to perform a contract, we partly make auto 

mated decisions based on your information provided on the claim, data 

stored in connection with the insurance contract, and, if need be, informa

tion provided by third parties. Thus, we hope to reduce handling time. This 

is an automated and standardised testing in the form of rulebound pro

cessing steps. The decisions are, for instance, based on the use of binding 

negotiated regulations and universally applicable regulation fees. 

If the testing results in a negative decision, we will inform you about the 

reasons in our advice for payment. According to the legal regulations of 

the General Data Protection Regulation, you then have the right to file an 

objection against the testing results. The main reason for the objection will 

be examined and ruled manually.



SCHUFA Information
As per: 07.2020

 1.  Name and contact details for the controller and the company data protection officer
  SCHUFA Holding AG, Kormoranweg 5, 65201 Wiesbaden, Tel.: +49 (0) 6 11-92 78 0 
  The company data protection officer may be reached at the address listed above, attention Data Protection Department or by e-mail at  
  datenschutz@schufa.de.

 2. Data processing by SCHUFA
 2.1 Purposes of data processing and legitimate interests pursued by SCHUFA or a third party

   SCHUFA processes personal data in order to provide authorised recipients with information for assessing the creditworthiness of natural and legal 
persons. Scores are also determined and transmitted for this purpose. It only makes this information available if a legitimate interest in such information 
has been credibly presented in a specific case and processing is lawful based on a weighing of interests. There is a legitimate interest in particular prior 
to entry into transactions that carry a financial risk of default. The creditworthiness check serves to protect recipients from losses in the lending business 
and at the same time makes it possible to protect borrowers from excessive indebtedness by providing advice. In addition, this data is processed for 
fraud prevention, legitimacy checks, money laundering prevention, identity and age checks, address identification, customer service or risk management 
as well as setting rates and conditions. In addition to the purposes referred to above, SCHUFA also processes personal data for internal purposes (e.g., 
assertion of legal claims and defence in the event of legal disputes, continued development of services and products, research and development, in 
particular to carry out internal research projects (e.g., SCHUFA Credit Compass) or to participate in national and international external research projects 
related to the processing purposes referred to above, and to safeguard IT security and operations). The legitimate interest related to the foregoing is 
based on the respective purposes and is otherwise of an economic nature (e.g., efficient task fulfilment, avoidance of legal risks). Anonymised data may 
also be processed. SCHUFA will inform you of any changes to the purposes for which data is processed in accordance with Art. 14(4) GDPR.

 2.2 Legal bases for data processing
   SCHUFA processes personal data on the basis of the provisions of the General Data Protection Regulation and the German Federal Data Protection Act. 

Processing is carried out on the basis of consent (Art. 6(1)(a) GDPR) and on the basis of Art. (1)(f) GDPR, insofar as processing is necessary in pursuit 
of the legitimate interests of the data controller, or of a third party, and does not outweigh the legitimate interests or fundamental rights and freedoms 
of the data subject. Consents can be withdrawn at any time vis-à-vis the respective contractual partner. This also applies to any consent granted before 
the effective date of the GDPR. The withdrawal of the consent does not affect the lawfulness of personal data processing performed prior to such 
withdrawal. 

 2.3 Origin of data

   SCHUFA receives some of its data from its contractual partners. These comprise institutions, financial companies and payment service providers domi- 
ciled in the European Economic Area and in Switzerland as well as in other third countries (provided that the European Commission has issued a 
corresponding adequacy decision) that bear a financial default risk (e.g. banks, savings banks, cooperative banks, credit card, factoring and leasing 
companies) as well as other contractual partners who use SCHUFA products for the purposes specified under Section 2.1, in particular from the (mail 
order) trade, e-commerce, service, rental, energy supply, telecommunications, insurance or collection sectors. In addition, SCHUFA processes information 
from generally accessible sources such as public directories and official notices (e.g., debtor directories, insolvency announcements) or from compliance 
lists (e.g. lists of politically exposed persons and sanctions lists) as well as from data suppliers. SCHUFA may also store personal data provided directly 
by data subjects following appropriate communication and review.

 2.4 Categories of personal data subject to processing
  - Personal data, e.g., last name (if applicable, also prior last names, which will be provided upon separate request), first name, date of birth, place of  
   birth, address, previous addresses 
  - Information on the initiation and execution of a transaction in accordance with the contract (e.g., current accounts, instalment credits, credit cards,  
   accounts exempt from garnishment, basic accounts) 
  - Information on unfulfilled payment obligations, such as claims that are undisputed, due for payment and repeatedly dunned or claims reduced to  
   judgement and their settlement 
  - Information on abusive or other fraudulent conduct such as identity or credit fraud 
  - Information from generally accessible sources (e.g., debtor directories, insolvency announcements) 
  - Data from compliance lists 
  - Information on whether and in which function an entry on a public figure exists in generally accessible sources with corresponding personal data 
  - Address data 
  - Scores

 2.5 Categories of recipients of personal data

   Recipients are contractual partners within the meaning of Section 2.3 domiciled in the European Economic Area, in Switzerland and, if applicable,  
in other third countries (provided that a corresponding European Commission adequacy decision is available for the respective partner). Additional  
recipients may include external contractors of SCHUFA according to Art. 28 GDPR as well as external and internal SCHUFA bodies. SCHUFA is also 
subject to the statutory powers of intervention on the part of state authorities.

 2.6 Data retention period

   SCHUFA stores information about persons only for a certain period. The decisive criterion for determining this duration is the necessity of processing for 
the purposes described above. Specifically, retention periods are specified in a Code of Conduct for the Association of Credit Bureaus “Die Wirtschafts-
auskunfteien e. V.” (available at www.schufa.de/loeschfristen). Information about queries is deleted after exactly twelve months. 

 3. Rights of data subjects
   In relation to SCHUFA, every data subject has the right of access pursuant to Art. 15 GDPR, the right of rectification pursuant to Art. 16 GDPR, the 

right to erasure pursuant to Art. 17 GDPR and the right to restrict processing pursuant to Art. 18 GDPR. SCHUFA has set up a Private Customer Service 
Center for requests by data subjects which can be reached in writing at SCHUFA Holding AG, Private Customer Service Center, PO Box 10 34 41,  
50474 Cologne, Germany, by telephone at +49 (0) 6 11-92 78 0 and via an inquiry form at www.schufa.de/rueckfrageformular. In addition, it is also 
possible to contact the supervisory authority responsible for SCHUFA, the Commissioner for Data Protection and Freedom of Information for the State  
of Hesse. Consents can be withdrawn at any time vis-à-vis the respective contractual partner.

According to Art. 21(1) GDPR, an assertion to data processing may be made based on the particular situation  
of the data subject. An objection can be submitted informally and is to be addressed to SCHUFA Holding AG,  

Privatkunden ServiceCenter, PO Box 10 34 41, 50474 Cologne.  
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 4. Profile development (scoring)
   In addition to providing information about data stored about a person, SCHUFA supports its contractual partners in their decision-making process by 

developing profiles, in particular by means of “scores”. This helps, for example, by making it possible to quickly make everyday credit-related decisions. 

   The generic term profile development concerns the processing of personal data by analysing certain aspects relating to an individual. Particular impor- 
tance is attached to “scoring” in the context of credit assessment and fraud prevention. However, scoring can also serve to fulfil other purposes 
mentioned in Section 2.1 of this SCHUFA Notification. Scoring is the process of forecasting future events and behaviour on the basis of information that 
has been collected and past experience. An assignment is made to statistical groups of persons who had similar data bases in the past on the basis of 
personal data maintained by SCHUFA that concern an individual.

   In addition to the logistic regression method that has been used for many years in the area of credit scoring, SCHUFA can also use scoring methods 
from the categories of complex non-linear methods or expert-based methods. It is always of particular importance to SCHUFA that the methods used 
are mathematically and statistically recognised and scientifically sound. Independent external experts have confirmed the scientific validity of these 
methods to us. In addition, procedures in use are disclosed to the competent supervisory authority. For SCHUFA, regularly checking the quality and  
currency of procedures in use, and making appropriate updates, is a matter of course. 

   Creditworthiness scores are determined by SCHUFA on the basis of data stored by SCHUFA relating to a specific person. These data are likewise shown 
in the data copy according to Art. 15 GDPR. An assignment is then made to statistical groups of persons who had similar data bases in the past on the 
basis of personal data maintained by SCHUFA. Stored data is aggregated into so-called data types that may be viewed at www.schufa.de/scoring-faq in 
order to determine creditworthiness scores. Additional data types may be included for determining scores for other purposes. Information on national-
ity or particularly sensitive data in accordance with Art. 9 GDPR (e.g., ethnic origin or information on political or religious attitudes) is not retained by 
SCHUFA and is therefore not available for profile development. Similarly, the assertion of rights of data subjects based on the GDPR, such as access to 
data concerning the data subject maintained by SCHUFA under Art. 15 GDPR, has no influence on profile development. In addition, SCHUFA takes the 
provisions of section 31 Federal Data Protection Act (BDSG) into account when computing a score.

   The probability with which a person will repay a mortgage loan, for example, does not have to correspond to the probability with which they will pay 
a mail order bill on time. For this reason, SCHUFA offers its contractual partners various sector-specific or even customer-specific scoring models. Score 
are constantly changing, as data stored by SCHUFA is also constantly changing. Thus, new data are added while others are deleted based on retention 
periods. In addition, the data itself also changes over time (e.g., the duration of a business relationship), so that changes can occur even without new 
data.

   Please note: SCHUFA does not make any decisions itself. It merely supports affiliated contractual partners in their decision-making process by providing 
information and creating profiles. The decision for or against a transaction, however, is made solely by the direct business partner. This is the case even  
if it relies solely on the information supplied by SCHUFA. Further information on profile formation and scoring at SCHUFA (e.g., on the procedures  
currently in use) can be found at www.schufa.de/scoring-faq.  
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Service Providers (Categories) of  

Hallesche Krankenversicherung*

Tasks for which personal data (such as name, address) may be passed on to third parties

Transferred tasks Agent/Service Categories

•   Verification of address •   Address investigator, registration office

•   Catching information at the time of application and procedure •   Credit reference agencies:   

• Schufa Holding AG, Wiesbaden 

• Creditreform e. V., Neuss 

• Arvato Infoscore GmbH, BadenBaden

•   Data carrier/file recovery •   Waste companies

•   documentus GmbH, Stuttgart

•   Digital communications •   Serviceware SE, Bad Camberg

•   mailingwork GmbH, Oederan

•   Printing, enveloping and dispatch •   Printing companies and mailing companies

•   Holding online conferences and providing a conference 

platform 

•   CSN Communication Service Network GmbH, 

Düsseldorf

•   “fin4u“ end customer platform •   fundsaccess AG, BANKSapi GmbH, München

•   “hallesche4u“ end customer platform •   SDA SE Open Industry Solutions, Hamburg

•   Corporate customer portal for company health insurance •   eVorsorge Systems GmbH, München

•   Claims management (out of court and court files) •   Fülleborn Rechtsanwaltsgesellschaft mbH, Hamburg 

•   KSP Kanzlei Dr. Seegers, Dr. Frankenheim 

 Rechtsanwaltsgesellschaft mbH, Hamburg

•   Real estate •   Management companies, caretaking services, 

tradespeople, settlement companies, architects, 

specialist lawyers, real estate agents, IT service  

providers, project developers

•   IT service providers (writing software programmes, userhelp

desk, implementation and support of hard and software, 

archiving of data which is subject to record retention obli

gations, system advice and support)

•   External IT service providers

•   Market research (market analysis, service studies, customer 

surveys, including as part of ratings)

•   Marketing/market research companies,  

rating agencies

•   ASSEKURATA (rating agency), Köln

•   Service card producers (“Card for persons privately insured”) •   Giesecke & Devrient GmbH, München

•   Fiduciary activities •  Trust companies

•   Video consultation (provision of infrastructure for webbased 

video chats)

•   Flexperto, Frankfurt a. M.
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Data Protection: List of Service Providers 
As per: June 2021

 * List of service providers as per your “Declaration of Data Protection/Declaration of Consent and Release from the Professional Oath of Secrecy”

Hallesche Krankenversicherung a. G., Reinsburgstraße 10, 70178 Stuttgart 

Betrieblicher Datenschutzbeauftragter/company’s data protection officer, EMail: datenschutz@hallesche.de



Tasks for which health data may also be passed on to third parties

Transferred tasks Agent/Service Categories

•   Assistance providers (repatriation, visits with doctors and 

hospitals abroad, medical consultation, health care services/

settlements, check of the medical invoices, medical devices)

•   MD Medicus Assistance Service GmbH,  

Ludwigshafen

•   Malteser Hilfsdienst gemeinnützige GmbH, Köln

•   Global Medical Management Inc. (GMMI),  

Pembroke Pines, Florida (USA)

•   Providers of medical devices

•   Supervision of expatriates abroad (claiming and contractual 

affairs)

•   MD Medicus Assistance Service GmbH,  

Ludwigshafen

•   Henner Group, Paris

•   Drawing up of medical reports, contracting of medical 

checkups

•   Hallesche medical service

•   Medical experts

•   Legal advice •  Lawyers

•   Telephone customer service •   Webhelp Holding Germany GmbH, Nürnberg

•   Translating of foreignlanguage invoices •  Translation agencies

•   Tracking of incoming mail relating to business transactions 

(electronic and manual)

•   IBM Deutschland, Ehningen

•   DigiTexx, München
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Data processing of the Alte Leipziger – Hallesche Group (ALH Group)

The ALH Group comprises the following companies

•   Alte Leipziger Lebensversicherung a. G.

•   Hallesche Krankenversicherung a. G.

•   Alte Leipziger Versicherung AG

•   Alte Leipziger Holding AG

•   Alte Leipziger Bauspar AG

•   Alte Leipziger Trust InvestmentGesellschaft mbH

•   Alte Leipziger Treuhand GmbH

•   Alte Leipziger Pensionskasse AG

•   Alte Leipziger Pensionsfonds AG 

•   Alte Leipziger Pensionsmanagement GmbH

Joint processing of master data

•   Pursuant to the “Code of Conduct” (behavior rules for the handling of personal data by the German insurance sector), this 

master data includes name, address, date and place of birth, customer number and insurance policy number, occupation, 

marital status, legal representatives, information on the kinds of existing contracts, the capacity of the persons involved  

(e g. insurance holder, main person insured, contributor, payee), bank details, telecommunication data, blocking notes 

(regarding advertising and market/opinion research) and other objections, power of attorney and care arrangements, 

responsible agents. 

In order to be able to process matters concerning the execution of applications, registrations, offers, contracts and 

services quickly, effectively and economically (e.g. the appropriation of mail and incoming phone calls), the master data  

of the policy holder and main person insured and the insured persons of the ALH Group may be kept in a shared database.

•   The data of the various ALH Group companies is otherwise stored and used separately  in accordance with the principle of 

business segregation as required by the supervisory authorities. 

Processing of personal data within the ALH Group

•   Certain tasks within the ALH Group are performed Groupwide. These may require the processing of personal data. The pro 

cessing is then legitimated by Article 6, paragraph 1, point (f), of the GDPR (legitimate interests) or Article 26 of the GDPR 

(Joint controllers) or Article 28 of the GDPR (Processor) or governed by the responsibilities agreed in the employment contract.  

This applies to the following activities:

• Company data protection

• Business organisation

• Compliance

• Real estate management

• Information security officer

• Internal auditing

• IT technology  

• Marketing

• Human resources

• Accounting

• Legal department

• Risk management

• Sales administration

• Management Board

GDPR = General Data Protection Regulation (EU), German EU-Datenschutz-Grundverordnung (DSGVO)

Please note: in the event that we forward data on to service providers outside of the European Economic Area (EEA), we do so 

only when the EU Commission has confirmed that the third country offers an adequate level of data protection or when adequate 

data-protection guarantees (e.g. binding internal corporate data-protection regulations or EU standard contract clauses) are in place. 

You can request the relevant information from us.


